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Abstract

This paper presents a review of the application of blockchain and blockchain-based
smart contracts in the chemical and related industries. We introduce the basic con-
cepts of blockchain and smart contracts and explain how some of their features are
enabled. We review a number of typical or novel publications on blockchain and
smart contract technologies and their enabling concepts and underlying technolo-
gies. We classify the selected contributions into five categories and discuss their
motivations and technical designs. We recognise that the trend of decentralisation
creates a need for using blockchain and smart contracts to implement trust and dis-
tributed control mechanisms. We also speculate on future applications of blockchain
and smart contracts. We believe that, in future, blockchains with different consensus
will be studied and applied to achieve more efficient and practical decentralised sys-
tems. Also, blockchain-based smart contracts will be more widely applied to enhance
autonomous distributed controls in decentralised systems.

Highlights
• Detailed introduction to blockchain and smart contract implementation

• Systematic review of works applying blockchain and smart contract technolo-
gies in the chemical industry.

1



Contents

1 Introduction 3

2 Basics on blockchain and smart contracts 4

2.1 Blockchain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.1.1 Hash function . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.1.2 Tamper-proof . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.1.3 Public and private key pair . . . . . . . . . . . . . . . . . . . . . 5

2.1.4 P2P network and consensus mechanism . . . . . . . . . . . . . . 6

2.1.5 Incentives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.1.6 Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.2 Smart contract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.3 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.3.1 Bitcoin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.3.2 Ethereum . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.3.3 Others . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

3 Literature analysis 10

4 Selected works 10

4.1 Internet of Things . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

4.2 Industry 4.0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

4.3 P2P energy markets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

4.4 Emission trading . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

4.5 Smart cities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

5 Knowledge graphs and blockchain 22

6 Conclusion 25

References 27

2



1 Introduction

In many industries, including the chemical industry, there is a common trend of trans-
forming large-scale systems from centralised architectures into decentralised architec-
tures. To cope with some shortcomings of decentralised systems, blockchain technologies
are widely applied in those systems.

Current technologies and concepts which are closely related to the chemical industry, es-
pecially the Internet of Things (IoT) [8, 111] and Industry 4.0 [19, 126], are installing
millions of devices to industrial systems and are empowering them with more computing
power and awareness of the surrounding physical world. In addition, devices and sys-
tems are being connected and are cooperating with each other more closely than ever.
As a result, an enormous amount of data are being created, processed, and transferred
each second. Also, the needs for computing and other services are also rapidly growing.
Consequently, it is challenging for centralised systems to ensure high availability and low
latency, due to the limitations of communication channels or network congestion and their
vulnerability to single-point-failure. Naturally, decentralised systems are becoming ever
more favoured.

Typical decentralised systems often adopt a peer-to-peer (P2P) communication model [106],
where all peers or nodes directly exchange information with each other and distribute local
information to the system. Without central commands, the nodes aggregate information
locally and act upon local information to contribute to the collective, complex behaviour.

A decentralised industrial system has several advantages. Firstly, decentralised systems
are robust against single-point-failure as they do not depend on one single central control.
As a result, high availability of the system is ensured. Energy trading is an area where
high availability and system robustness are vital [27, 129]. Therefore, many decentralised
P2P energy markets are proposed, where users directly trade energy without a central
authority.

Secondly, with the access to other local devices within the same system or located nearby,
the communication latency can be improved. One example is the concept of fog com-
puting [132], which utilises a huge number of heterogeneous and local devices (e.g. end
devices, routers, etc.) in a decentralised network to offer computing storage and task pro-
cessing services without the control of third parties. The main feature of fog computing
is a low requirement on bandwidth and low latency [132]. It can also make good use of
idle capacity and prevent waste [78].

Scalability is another feature of decentralised systems as a single node can join or leave
the decentralised system freely without having a major impact on the overall system.
However, high scalability is only possible if the decentralised system is permission-less
and trust-less. To integrate a large number of nodes in a network, it is costly to validate the
identity of a new node, permit its entrance, and regulate its behaviour. As a result, scalable
decentralised systems are inevitably open, permission-less, and trust-less. Consequently,
for large decentralised systems, trust between nodes is a vital issue.

Within a permission-less, trust-less, and decentralised environment, the application of
blockchain technology is recognised as the most effective way to ensure trust among
peers [38]. A blockchain is a form of database implemented on top of P2P networks,
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where the data are stored in a distributed way and managed in a decentralised way. Nodes
on a blockchain network can keep a local replica of the database and the integrity and con-
sistency of this local replica can be guaranteed. The consensus mechanisms also prevent
malicious behaviours from other nodes. Also, due to its cryptographic and P2P nature,
privacy can be effectively preserved during the communication between nodes. In addi-
tion, blockchain-based smart contracts, which are code published on a blockchain, can
serve as trustworthy and autonomous nodes. Those autonomous nodes enabled by smart
contracts can then react to and enforce activities on the blockchain [21, 113].

As a result, in fields that are revolutionising the modern chemical industry [49, 83, 86],
including IoT, smart manufacturing, smart supply chain management, smart city, P2P
energy trading, emission trading, and knowledge graphs, are adopting blockchains and
smart contracts to implement and improve their decentralised systems. The application of
blockchains are in aspects including but not limited to data sharing, trading, transactions,
record keeping and tracing, and privacy preserving. Smart contracts are applied in aspects
including market clearing, transaction settlement, identity management, access control,
and so on.

In this paper, we present a systematic literature review on the application of blockchain
and smart contract technologies in the chemical industry and other closely related fields.
Our study and analysis focuses on the motivation for these fields to utilise blockchain and
smart contract technologies and how these technologies are used in their systems. In ad-
dition, although blockchain technology, especially its features, has been widely discussed
in both industry and academia, the details of how the features are enabled are less well
known. Therefore, this paper also gives a detailed introduction to the enabling technolo-
gies of blockchain and smart contracts.

The rest of this paper is organised as follows. Section 2 introduces the implementation
of blockchain and smart contracts. In section 2.3, we introduce some important or novel
implementations of blockchains and their features. Section 3 introduces our literature re-
view methodology and presents a statistical analysis of the literature. Section 4 discusses
several selected works that apply blockchain and smart contracts in different fields. In
section 5 we specifically introduce the application of blockchain and smart contracts in
knowledge graphs. Finally, section 6 concludes our findings and our insights on the future
directions.

2 Basics on blockchain and smart contracts

In this section, we explain the fundamentals of blockchain and smart contracts in detail
and elaborate how some of their features are enabled.

2.1 Blockchain

A typical blockchain is a database, managed in a decentralised way and can store any
information, including transactions, records, events, and even scripts in a distributed fash-
ion. A blockchain is formed by a sequence of blocks, linked with each other. A block usu-
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ally contains information including a nonce (abbreviation for "number only used once"),
some data, the hash of the previous block, and the hash of the block itself. As a new block
always contains the hash of the previous block, the blocks form a chain-like structure and
hence are called "blockchain". Figure 1 presents an example of two linked blocks.

2.1.1 Hash function

The hashes are generated via cryptographic hash functions [101]. A cryptographic hash
function, for example, Secure Hash Algorithm-256 bit (SHA-256), takes any information
as input and produces a unique 64-digit hexadecimal number. In an ideal hash function,
the hash of any information can be easily produced but it is difficult to derive the inputs
from the hash. In addition, any minor changes in the inputs will result in significant and
seemingly uncorrelated changes to the resultant hash. As a result, it is easy to verify
whether the hash is produced from the known inputs but it is expensive, in the sense of
computation power, to find the inputs that produce a known hash [121].

2.1.2 Tamper-proof

The hash of a block is usually generated via a hash function using three inputs: the nonce,
the data, and the previous hash. Some blockchain requires the hash to meet certain condi-
tions. For example, the hash must begin with four zeros. As a result, to calculate the hash,
one must try different nonces in iterations to generate a hash that meets the requirement.
This requirement is referred to as a target. The process of finding a nonce that generates a
valid hash is called mining and a user that does the mining is referred to as a miner.

As mentioned before, any changes in the inputs will lead to significant changes in the hash.
Therefore, if any data is modified in a block, the newly calculated hash will not meet the
requirements. Also, as this new hash is the previous hash for the next block and it is one
of the inputs for generating the hash in the next block, the hash in the next block will
become invalid as well. Consequently, the tampered block and all blocks after it will have
invalid hashes. The propagation of hash invalidity is demonstrated in Figure 2. To make
these blocks valid again, one must mine the tampered block and all subsequent blocks.
As mentioned before, it is expensive to find the valid nonce. Therefore, it consumes
substantial computing power to tamper with data on a blockchain and fix the hashes.

2.1.3 Public and private key pair

A typical blockchain also integrates a public and private key pair mechanism. For each
user, one or more pairs of public and private keys are generated. Assume User A has a
private key and a public key, User A can create a message signature from the private key
and the message. User B can use User A’s public key and the message signature to verify
the message was created by the owner of the paired private key - User A. In addition,
User B can encrypt a message using User A’s public key and only User A can decrypt the
message using its private key.
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Blockchain

8834088340Nonce: 7990

Mine

Data: Grass is green

Prev: 00007cb9...31a52616

Hash: 00002c1f...00285690

#Block: 2

8834088340Nonce: 88340

Mine

Data: Sky is blue

Prev: 00000000...00000000

Hash: 00007cb9...31a52616

#Block: 1

Figure 1: An example of a blockchain containing two blocks.

2.1.4 P2P network and consensus mechanism

A blockchain is implemented on top of a peer-to-peer (P2P) network, with no centralised
authority. For a blockchain such as the Bitcoin blockchain, anyone can join the network
without any permission. Each user is considered a node on the network and can hold a
full copy of the entire blockchain. To guarantee the local copies on the nodes are syn-
chronised throughout the network and ensure that all the nodes agree on the content of the
blockchain, different types of consensus mechanisms are implemented. Prevailing con-
sensus mechanisms include Proof-of-Work (PoW) [90], Proof-of-Stake (PoS), Practical
Byzantine Fault Tolerance (PBFT), and etc. [1]. The most used consensus mechanisms
are PoW and PoS [10].

When a user makes a transaction, the message will be broadcast in the P2P network and
each node can receive it. In a PoW mechanism, transactions will be processed as follows:

• Each miner creates a candidate block containing all the valid transactions from
among all the transactions it received. The valid transactions are transactions com-
patible with the rest of the chain.

• Mine this new block until the nonce that produces a hash that meets the target (e.g.
minimum amount of leading zeroes) is found.

• Broadcast the new block to the network.

• Other nodes on the network will start to verify the proof-of-work of this chain and
append the new block to their local chain.

• In case multiple miners finish mining simultaneously and broadcast their block, the
chain will be temporarily split into two or more branches (forks). The nodes will
work on the first new block they received but save other new blocks in case they
grow longer. When another valid new block is broadcast by one of the competing
miners, who found the next proof-of-work, the tie is broken. Since another block
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is added to one of the branches, this branch becomes the longest chain. Any nodes
working on a different branch will accept and switch to this branch.

In a PoS mechanism, competing miners are replaced by a chosen "validator". The node
to create the next block in the chain is selected by a random process. In this random
process, nodes who want to be validators stake their tokens. The chance of being selected
is proportional to the number of tokens staked. If a validator is found doing wrong in
creating the block, they will lose their stake.

2.1.5 Incentives

The PoW mechanism consumes substantial computation power. As a result, incentive
mechanisms are implemented to compensate miners. Each transaction has a transaction
fee, which will be rewarded to the miner. As a result, miners will prioritise transactions
with higher transaction fees and hence these transactions will be accepted faster. The PoS
mechanism works differently by punishing wrong-doings and hence indirectly provides
incentives for honest behaviour.

2.1.6 Attacks

A "51% percent attack", or a majority attack, happens when one or a group of dishonest
miners can continuously generate blocks faster than all other nodes combined. Conse-
quently, a fraudulent chain can be the longest chain. Since other nodes always accept
the longest chain, the fraudulent chain becomes the valid chain and the attackers control
the blockchain. Then malicious actions such as double-spending by reserving transaction
records become possible. However, in a PoW-based blockchain, it requires a vast amount
of computation capability to achieve a "51% percent" attack in a major blockchain and
makes a "51% attack" practically infeasible.

In a PoS blockchain, it requires controlling more than half of the cryptocurrency tokens
on this blockchain to achieve a "51% attack". Firstly, considering the market value of the
major cryptocurrencies, it is very difficult to control this vast amount of tokens. Secondly,
if a blockchain is attacked, it will be considered vulnerable and the market value of its
token will drop. Since the attacker is the biggest holder of this cryptocurrency, the attacker
will bear a significant financial loss. Lastly, as the attack has staked the majority of the
tokens on the blockchain, their loss due to the wrong-doing will always be worth more
than their gain from the attack.

Sybil attack [31] refers to obtaining disproportional control or influence in P2P networks
by maliciously creating a large number of identities. When identities can be cheaply
generated in a system, this system is more vulnerable to Sybil attacks. In the two major
consensus mechanisms: PoS and PoW, the influence of users must be backed by either
the holding of tokens or computation power. As a result, it is costly to create effective
identities in the network.
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2.2 Smart contract

A smart contract is essentially a piece of script published on a blockchain, for the pur-
pose of enabling more complex decentralised and distributed applications. The two major
platforms supporting smart contracts are the Bitcoin blockchain [90] and the Ethereum
blockchain [21], which are both PoW blockchains. Some PoS blockchains, including
Cardano [22] and NEO [34], also support the implementation of smart contracts. We
will explain blockchain-based smart contracts using the Ethereum smart contract as an
example.

As mentioned above, any information can be published on blockchains. On the Ethereum
blockchain, some bytecodes are published via transactions. The same as other information
published on the chain, these bytecodes are tamper-proof and each node can have a local
copy of those codes. The code, together with their states (data), which are also stored on
the blockchain, are referred to as smart contracts.

The Ethereum blockchain provides Ethereum Virtual Machines (EVMs), which can be in-
stalled locally on the nodes and execute the local copies of the smart contracts. The EVMs
serve as sandboxes and ensure the results of running the smart contracts are consistent over
different nodes. The tamper-proof code and data of the smart contracts together with the
EVMs, make it possible to implement functions that can not be intervened with.

Smart contracts can also be seen as a type of Ethereum account and are assigned with
blockchain addresses. Therefore, smart contracts have a balance of tokens and can make
transactions over the network. Data can also be "stored" in smart contracts as variables
declared in the smart contracts are assigned with addresses on the blockchain. If a node
has permission to access a variable, it then can read the variable locally via smart contracts
and update the variable via transactions.

As a result, smart contracts serve as trustworthy yet autonomous nodes, which can react
to and enforce activities on the blockchain.

Currently, Solidity [25] is the mainstream programming language for implementing Ethereum
smart contracts. Vyper [120] is another language for Ethereum smart contracts but delib-
erately has less feature than Solidity to make contracts more secure and easier to audit.

2.3 Implementation

In this section, we will discuss the features of some influential or technically novel imple-
mentations of blockchains.

2.3.1 Bitcoin

Bitcoin is the first and the most well-known digital currency. The blockchain hosting
Bitcoin is also the largest blockchain so far. As of October 2021, there are more than
703,000 blocks with a blockchain larger than 355 gigabytes and around 12,000 active
nodes [17]. A new block is created and appended to the chain roughly every 10 minutes,
containing 2,759 transactions on average [15].
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The Bitcoin blockchain adopts a PoW consensus mechanism. In 2021, it takes from 8
USD to 60 USD to make a transaction, the value changes rapidly due to the fluctuation
of the value of Bitcoin. The current estimated total hash rate in the Bitcoin blockchain is
1.47×1020 hashes per second [15]. It means it is estimated that the total mining compu-
tation power on the Bitcoin blockchain can make 1.47× 1020 guesses to find the proof-
of-work every second. In 2020, Gallersdörfer et al. estimates that mining on the Bitcoin
blockchain consumes energy at a rate of 4.3 gigawatts while Digiconomist [28] derives
7.9 gigawatts, which is 166.76 terawatt-hour annually [28].

The Bitcoin blockchain supports the implementation of smart contracts. Smart contracts
are coded in a language named "Script", which is intentionally Turing-incomplete and
does not support logical loops [16, 91].

2.3.2 Ethereum

Ethereum [21] is the other most important blockchain, which hosts its cryptocurrency
"ether". As of October 2021, The Ethereum blockchain contains 13,319,122 blocks. The
time for a new block to be added to the chain is between 10 to 20 seconds and 13.43 on
average [131]. In 2021, the peak number of nodes in the Ethereum network was 12,472
and then dropped to around 3,600 in October [36].

The main blockchain of Ethereum also adopts a PoW mechanism. As of October 2021,
the average network hash rate of Ethereum is about 7.1 × 1014 hash per second [37].
The latest average transaction fee on Ethereum is about 3.82 USD. The estimated power
consumption rate of Ethereum is about 0.719 gigawatts [45]. Digiconnomist estimates
that the annual energy consumption is 74.64 terawatt-hour [28].

The support for smart contracts is a major feature of Ethereum. Solidity is the most
active and maintained language for Ethereum smart contracts [25]. Different from Script,
Solidity is Turing-complete and can support more complex functions [57].

2.3.3 Others

Cardano is the first blockchain to be established on peer-reviewed research. Cardano
adopts a PoS consensus mechanism and hosts its cryptocurrency ADA. Based on the mar-
ket capitalisation of ADA, Cardano is the largest PoS-based blockchain. It is claimed that
Cardano only consumes 6 gigawatt-hour per year [20].

Cardano started to support smart contracts from September 2021 and their smart contracts
support two programming languages, Marlowe and Plutus [22].

The NEO network adopts a decentralised Byzantine fault-tolerant (dBFT) consensus
mechanism together with a set of centrally approved nodes. One of its major features
is the ability to support over 10,000 transactions every second. It also supports smart
contracts [34].

Tezos is another PoS blockchain. Its main feature is that it supports amendment of the
protocol if an upgrade proposal passes voting within the community [5].
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The Ripple blockchain hosts its own cryptocurrency, XRP. Rather than PoW or PoS,
Ripple adopts relies on a set of bank-owned servers, to confirm transactions. Therefore,
Ripple features instant and low-cost international payments.

MultiChain is an open-source blockchain platform for building and deploying blockchain
applications and provides convenient interfaces [46]. It also allows the use of various
programming languages such as Python, C#, PHP, Ruby or JavaScript.

3 Literature analysis

In this section we review the literature on blockchain and smart contracts. We do this
by systematically searching through Scopus, which is Elsevier’s abstract and citation
database launched in 2004. Scopus covers nearly 36,377 titles from approximately 11,678
publishers. Two lists of keywords are defined to create keywords combinations for the
search. List 1 contains keywords for blockchain and smart contract technologies: "Blockchain",
"Distributed ledger", "Smart Contract", and "Decentralised Application". List 2 includes
keywords in the field of chemical engineering: "Chemical engineering", "Chemical in-
dustry", "Energy", "Energy industry", "Power industry", "Chemical", "Smart city", "In-
dustrial parks" "Process industry", "Smart industry" and "Chemistry". On top of these
two keywords lists, 44 keywords combinations are generated. These keywords are then
searched in Scopus. Scopus returned 2,527 unique results.

On top of the 2,527 articles, we analysed their publication year and geographical distribu-
tion as shown in Figure 3. In the aspect of publication year, it is evident that the number
of works is increasing annually. From the geographical distribution of the publications, it
can be seen that although China, the United States, and India are leading the number of
publications, other countries also made significant contributions.

4 Selected works

From these articles, 158 of them that present typical or novel applications of blockchain
or smart contracts are selected and reviewed. Articles that are highly cited or newly
published are prioritised. Some works are also added to the review during the writing of
this paper. Among them, 82 are discussed in this paper. It is found that an overwhelming
majority of the reviewed articles belong to 5 fields: Internet of Things, Industry 4.0, P2P
energy markets, emission trading, and smart cities. Unfortunately, there is a very limited
number of works that directly discuss applying blockchain and smart contracts in chemical
engineering. However, the aforementioned 5 fields are core enabling technologies and
concepts for the chemical industry. In each field, a table of works will be presented.
Table 1 for the Internet of Things, table 2 for Industry 4.0, table 3 for P2P energy markets,
table 4 for emission trading, and table 5 for smart cities.
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8834088340Nonce: 7990

Mine

Data: Grass is green

Prev: 00007cb9...31a52616

Hash: 00002c1f...00285690

#Block: 2

8834088340Nonce: 88340
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Data: Sky is blue

Prev: 00000000...00000000

Hash: 00007cb9...31a52616

#Block: 1
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Data: Grass is green

Prev: dc90583f...6adfc1ce

Hash: 5d15f085...b7bc6147

#Block: 2

8834088340Nonce: 88340

Mine

Data: Sky is green

Prev: 00000000...00000000

Hash: dc90583f...6adfc1ce

#Block: 1

8834088340Nonce: 7990

Mine

Data: Grass is green

Prev: 0000af88...de3b4a77

Hash: 21cd9eb6...e4769427

#Block: 2

8834088340Nonce: 51645

Mine

Data: Sky is green

Prev: 00000000...00000000

Hash: 0000af88...de3b4a77

#Block: 1

8834088340Nonce: 153496

Mine

Data: Grass is green

Prev: 0000af88...de3b4a77

Hash: 00003099...89dfcb5e

#Block: 2

8834088340Nonce: 51645

Mine

Data: Sky is green

Prev: 00000000...00000000

Hash: 0000af88...de3b4a77

#Block: 1

Tamper with the record:
change “blue” to “green”

Mine block 1

Mine block 2

Figure 2: Before tampering with the data in block 1, both blocks have valid hashes and
therefore are green. When the data in block 1 is changed, both blocks turned
red as neither of them has a valid hash. In block 1, the original nonce and the
tampered data generates a hash that doesn’t meet the requirements. In block 2,
due to the change of the previous hash, its hash has become invalid. To make
the blocks valid again, both of the blocks need to be mined again.
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4.1 Internet of Things

Security is a major concern in the IoT community, as accidental or malicious interference
of data can lead to serious consequences. However, the rapid growth of the number of
devices introduces a substantial number of untrusted devices to the IoT network. Since
the integrity of data stored on blockchains can be rather easily verified, many works [30,
48, 58–60, 79, 102, 114, 116, 127] have adopted blockchain technology to implement a
trust layer among untrusted devices.

For example, Yazdinejad et al. proposed a design that incorporates a software-defined
networking (SDN) controller and blockchain to monitor the integrity of data in the IoT
network. There are also works that use blockchain as a transaction layer for IoT networks.
For example, Zhang and Wen proposed an E-business platform where paid data can be
traded within the IoT network using blockchain as the transaction layer. Muthanna et al.
proposed to use blockchain to ensure decentralisation of IoT networks in a trustful manner.

In the IoT community, blockchain-based smart contracts are often used for enabling an
authentication and authorisation mechanism and implementing a trust layer. For exam-
ple, Xu et al. proposed an identity-based capability token management strategy, which
uses smart contracts for registration, propagation, and revocation of the access authorisa-
tion. Nakamura et al. proposed a decentralised and trustworthy Capability-Based Access
Control (CapBAC) scheme by using the Ethereum smart contract technology.

In addition, due to the rapid growth of the number of devices in the IoT networks, the
IoT community is adopting a decentralised computing architecture: fog computing. Fog
computing utilises local devices and computation power to handle tasks that require fast
response times. At the same time, fog computing leverages cloud computing to handle
heavy tasks when the local devices do not have sufficient computation or data storage
power. However, it is challenging to implement conventional centralised authentication
and access control mechanisms in fog computing while guaranteeing low response time
and high availability, mainly when the network contains many devices. As a result, many
works propose the use of smart contracts to handle the authentication and access control in
such a network. Khalid et al. proposed a decentralised authentication mechanism for fog
computing in IoT systems on top of smart contracts. In this mechanism, smart contracts
are used to verify the identity of devices by comparing their identity information with the
registration information stored in the blockchain. Sharma et al. used smart contracts to
check whether tasks can be performed on a certain machine.

4.2 Industry 4.0

Industry 4.0 has widely adopted blockchain technology in many aspects, including supply
chain management and manufacturing [19].

Due to the tamper-proof nature of data stored on a blockchain, blockchain technology
is used to ensure the integrity of supply chain records, enable traceability of the prod-
ucts, and eliminate fraud. For example, Feng Tian proposed a blockchain-based supply
chain traceability system that covers several processes of a supply chain to guarantee
food safety. Take their cold chain distribution system as an example, an on-vehicle safety
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Table 1: Internet of Things

Author Title Year

Zhang and Wen The IoT electric business model: Using blockchain
technology for the internet of things

2017

Dorri et al. Blockchain for IoT security and privacy: The case
study of a smart home

2017

Teslya and Ryabchikov Blockchain-based platform architecture for industrial
IoT

2017

Khan and Salah IoT security: Review 2018
Hammi et al. Bubbles of Trust: A decentralized blockchain-based

authentication system for IoT
2018

Roy et al. BlockChain for IoT Security and Management: Cur-
rent Prospects

2018

Tapas et al. Blockchain-Based IoT-Cloud Authorization and Del-
egation

2018

Machado et al. IoT Data Integrity Verification for Cyber-Physical
Systems Using Blockchain

2018

Xu et al. BlendCAC: A Blockchain-Enabled Decentralized
Capability-Based Access Control for IoTs

2018

Sharma et al. A Software Defined Fog Node Based Distributed
Blockchain Cloud Architecture for IoT

2018

Muthanna et al. Secure and Reliable IoT Networks Using Fog
Computing with Software-Defined Networking and
Blockchain

2019

Nakamura et al. Exploiting Smart Contracts for Capability-Based Ac-
cess Control in the Internet of Things

2020

Kamran et al. Blockchain and Internet of Things: A bibliometric
study

2020

Yazdinejad et al. An Energy-Efficient SDN Controller Architecture for
IoT Networks With Blockchain-Based Security

2020

Khalid et al. A decentralized lightweight blockchain-based au-
thentication mechanism for IoT systems

2020
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monitoring system constantly uploads real-time environmental data of products, includ-
ing temperature and humidity, and their GPS coordinates to the blockchain. Feng Tian
later upgraded their system to cover all processes in a supply chain. Tse et al. involves
the government in the tracking, monitoring, and auditing of the supply chain in their
blockchain-based supply chain tracking system. The work from Kshetri focuses on us-
ing blockchain to increase the transparency and accountability of supply chain records.
Kuhi et al. proposed a system to ensure performance measurement integrity in logistics
using blockchain. Mondragon et al. discussed the applicability of leveraging blockchain
technology in the supply chain of the composite material industry, where semi-finished
materials such as pre-impregnated materials require temperature-controlled transporta-
tion.

In manufacturing, some works use blockchain to provide tamper-proof records of product
manufacturing, provenance, transportation, handling and storage[69]. Ko et al. discussed
how blockchain technology can help the manufacturing industry in achieving real-time
transparency and cost-saving.

Some works also use blockchain to handle data exchange between participants in a decen-
tralised, secured, and scalable way. Vatankhah Barenji et al. proposed a cloud manufac-
turing (CMfg) architecture incorporating two types of blockchain networks. The public
blockchain allows end-users to select available services from existing cloud manufactur-
ing systems and make payments for these services, while a private blockchain is used for
the shop level and handles data receiving and gathering for machines.

In the field of supply chains, the work from Dolgui et al. uses smart contracts to trig-
ger rescheduling in the supply chain upon the detection of a delay. Wang et al. built a
decentralised application (DApp) based on the Truffle framework to carry out the pro-
cess of product registration, transferring, and tracking through the collaboration of smart
contracts. Chang et al. proposed a private-chain design to enhance the transparency and
distributed collaboration of supply chain processes.

In the field of manufacturing, Angrish et al. proposed a system that uses smart contracts
to facilitate the sharing of data between various participants in the manufacturing process.
Three types of smart contracts are designed. The Global Registrar Contract (GRC) maps
each participant, including humans, agents, and machines, to their blockchain address
identity and manages the identity data. The Participant Historical Event Contract (PHEC)
allows participants to retrieve historical events of the manufacturing history related to the
participants. The Participant Relationship Contract (PRC) creates entries representing the
relationship and its status between participants. For example, the relationship between a
client and a service provider. Rožman et al. proposed a Shared Manufacturing Protocol
(SMP). In this protocol, functions including service discovery, the negotiation between
service providers and consumers, transactions, and service evaluation, are implemented on
top of smart contracts. This protocol enables a scalable solution for shared manufacturing
in accordance with the nature of shared manufacturing concepts.
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Table 2: Industry 4.0

Author Title Year

Feng Tian An agri-food supply chain traceability system for
China based on RFID and blockchain technology

2016

Feng Tian A supply chain traceability system for food safety
based on HACCP, blockchain and Internet of things

2017

Tse et al. Blockchain application in food supply information
security

2017

Kshetri 1 Blockchain’s roles in meeting key supply chain
management objectives

2018

Kuhi et al. Ensuring performance measurement integrity in lo-
gistics using blockchain

2018

Mondragon et al. Exploring the applicability of blockchain technology
to enhance manufacturing supply chains in the com-
posite materials industry

2018

Ko et al. Blockchain Technology and Manufacturing Indus-
try: Real-Time Transparency and Cost Savings

2018

Vatankhah Barenji et al. Blockchain Cloud Manufacturing: Shop Floor and
Machine Level

2018

Angrish et al. A Case Study for Blockchain in Manufacturing:
"FabRec": A Prototype for Peer-to-Peer Network of
Manufacturing Nodes

2018

Wang et al. Smart Contract-Based Product Traceability System
in the Supply Chain Scenario

2019

Chang et al. Supply chain re-engineering using blockchain tech-
nology: A case of smart contract based tracking pro-
cess

2019

Bodkhe et al. Blockchain for Industry 4.0: A Comprehensive Re-
view

2020

Dolgui et al. Blockchain-oriented dynamic modelling of smart
contract design and execution in the supply chain

2020

Kurpjuweit et al. Blockchain in Additive Manufacturing and its Im-
pact on Supply Chains

2021

Rožman et al. Scalable framework for blockchain-based shared
manufacturing

2021
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4.3 P2P energy markets

In a peer-to-peer (P2P) energy market, customers equipped with distributed energy re-
sources (DERs) both produce and consume power. More importantly, they directly trade
and share energy with each other. This P2P energy market enables localised energy sys-
tems, which are self-managed and robust cells for larger energy systems. However, P2P
energy markets have a high diversity of power generation and demand profiles of cus-
tomers. DERs are subject to a variety of types, features, capacities, locations, and owner-
ship and are spread all over the edges of the power systems. As a result, it is challenging
to manage such a system in a centralised way, as it requires acquiring and processing a
large amount of data by one party and it may violate the privacy of the users.

A blockchain, which is inherently built and managed in a decentralised way without coor-
dinators, naturally fits the architecture of the P2P energy market [115]. The decentralised
nature of data storage also makes the system robust to a single-point failure. In addition,
as data in a blockchain are protected by cryptography mechanisms, user privacy is pre-
served. As a result, a considerable number of works [2, 52, 53, 82, 96, 104, 110, 122]
have started to adopt blockchain as the backbone of a P2P energy market.

To improve the efficiency of energy trading, Noor et al. proposed using blockchain to
enhance a game theory-based model for demand-side management within micro-grid net-
works. In this case, blockchain is used to handle micro-transactions along with the ex-
change of energy and information, creating a transparent energy market. Wang et al.
propose a decentralised distribution energy system that uses smart contracts to facilitate
the automated or manual sale of surplus energy from users to the grid. Li et al. propose a
hierarchical framework for energy demand-side management through blockchain-enabled
real-time information exchange in energy markets.

Among the many P2P energy markets designed on top of a blockchain, other than improv-
ing the efficiency of the trades, blockchains mainly play the role of protecting privacy and
ensuring the security of the trade.

With respect to protecting users privacy, Laszka et al. propose Privacy-preserving Energy
Transactions (PETra), which keeps the anonymity of users for communication, bidding,
and trading in transactive micro-grids, leveraging the anonymous nature of blockchain.
Aitzhan and Svetinovic also presents a blockchain-based design where users communicate
via anonymous messaging streams.

Securing the trading in a P2P market is another important role for blockchain [62] as
there is no regulatory authority to prevent malicious, dishonest, or unfair actions from
users. For example, Li et al. implemented a timed-commitment-based mechanism to
guarantee verifiable fairness during energy trading, which utilises the verifiable nature
of data on blockchains. Sheikh et al. utilised the advantage of how consensus is reached in
blockchain networks and proposed a P2P energy trading mechanism on top of a Byzantine-
based blockchain. Huh and Kim also proposed a system that adopts an Hyper Delegation
Proof of Randomness (HDPoR) algorithm-based blockchain to make the P2P network
robust to attacks.
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Table 3: P2P energy market

Author Title Year

Sikorski et al. Blockchain technology in the chemical industry:
Machine-to-machine electricity market

2017

Mannaro et al. Crypto-trading: Blockchain-oriented energy market 2017
Sabounchi and Wei Towards resilient networked microgrids: Blockchain-

enabled peer-to-peer electricity trading mechanism
2017

Peck and Wagman Energy trading for fun and profit buy your neighbor’s
rooftop solar power or sell your own-it’ll all be on a
blockchain

2017

Horta et al. Novel market approach for locally balancing renew-
able energy production and flexible demand

2017

Laszka et al. Providing privacy, safety, and security in IoT-based
transactive energy systems using distributed ledgers

2017

Hou et al. Applying the blockchain technology to promote the
development of distributed photovoltaic in China

2018

Aggarwal et al. EnergyChain: Enabling Energy Trading for Smart
Homes using Blockchains in Smart Grid Ecosystem

2018

Wang et al. Blockchain-Assisted Crowdsourced Energy Systems 2018
Noor et al. Energy Demand Side Management within micro-grid

networks enhanced by blockchain
2018

Aitzhan and Svetinovic Security and Privacy in Decentralized Energy Trading
Through Multi-Signatures, Blockchain and Anony-
mous Messaging Streams

2018

Kim and Huh A Study on the Improvement of Smart Grid Security
Performance and Blockchain Smart Grid Perspective

2018

Huh and Kim The Blockchain Consensus Algorithm for Viable
Management of New and Renewable Energies

2019

Wang et al. Blockchain-based smart contract for energy demand
management

2019

Li et al. Design and management of a distributed hybrid en-
ergy system through smart contract and blockchain

2019

Li et al. Blockchain-Enabled Secure Energy Trading With
Verifiable Fairness in Industrial Internet of Things

2020

Sheikh et al. Secured Energy Trading Using Byzantine-Based
Blockchain Consensus

2020

Teng et al. A comprehensive review of energy blockchain: Ap-
plication scenarios and development trends

2021
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4.4 Emission trading

Blockchain is also widely applied for enhancing environmental sustainability [94]. One
prevailing topic is to use blockchain technology to establish or facilitate the emission
trading platforms for CO2 or other Green House Gases (GHGs) [95, 99]. For example,
Kim and Huh propose the use of a blockchain to measure carbon emission rights among
the UN-SDGs’ (United Nations Sustainable Development Goals’) 17 tasks and hence
make the transactions more reliable.

Hartmann and Thomas provide an insightful summary of applying blockchain to carbon
markets. The authors put existing blockchain-based carbon markets into four categories:
"Networked carbon markets" [56, 80, 125], "Industry 4.0-based carbon markets" [44, 61],
"Technolibertarian" [4], and "Voluntary Offset" [72, 73]. In a "networked carbon market",
smaller markets form a larger global carbon market. Smaller carbon markets connect and
trade with each other through an overarching blockchain. "Industry 4.0-based carbon
markets" refer to markets focusing on using smart devices for automated monitoring, re-
porting, and verification (MRV) and leverage blockchain to match the automated nature
of the market. The "Technolibertarian" carbon market aims to use blockchain technol-
ogy to protect the privacy and security of the market participants and attract participants
that have privacy and security concerns. In the "Voluntary Offset" carbon markets, the
Ethereum blockchain is used to create Decentralised Autonomous Organisations (DAOs),
which host voluntary carbon credit offset projects. In their design, universities manage
the DAOs, and the DAOs raise capital through Initial Coin Offerings (ICOs). When par-
ticipants in this carbon market successfully offset carbon emissions, the DAOs will issue
carbon credits to them in the form of cryptocurrency.

Saraji and Borowczak proposed a blockchain-based carbon credit ecosystem. In this
ecosystem, carbon credits will be converted into digital tokens and distributed to carbon
credit generators (e.g. wind farms, CO2 sequestration projects, etc.) after their projects
are validated by validators.

Yan and Grid proposed a blockchain for transacting energy and carbon allowance in net-
worked microgrids. The two types of participants are microgrids (MGs) [76] and dis-
tribution system operators (DSOs) [12, 32]. The system implements two types of smart
contracts: market-clearing contracts and transaction settlement contracts. The market-
clearing contracts serve as interfaces for MGs to submit energy and carbon trade data
to DSOs. These contracts also have a schedule to collect and deliver the trading data
to the DSO. After the DSOs clear the market by calculating the optimal dispatch and
payoff allocations among MGs based on the data, the market-clearing contract will auto-
matically broadcast the clearing results to all MGs. The transaction settlement contracts
would query smart meters to get real-time data, such as carbon allowance generation or
consumption, and compare them with the market clearing results provided by the market-
clearing contract. According to whether the MGs have fulfilled their commitments, trans-
actions or penalties will be automatically executed by the transaction settlement contract.
This design leverages smart contracts to provide automated yet fair market clearing and
transaction settlement.

Another trend in incorporating blockchain into emission trading markets is to integrate
distributed energy markets with emission markets. Hua et al. propose a blockchain-
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based peer-to-peer trading framework to exchange energy and carbon allowances. He
et al. propose a novel mechanism that integrates the blockchain-based distributed photo-
voltaic power generation market and the blockchain-based carbon market, where carbon
credits and electricity can be traded with each other, enabled by cross-chain transaction
technology. This design allows the two markets to adopt independent blockchain imple-
mentations.

4.5 Smart cities

The smart city concept deeply integrates the concept of IoT and information and commu-
nication technology (ICT). IoT networks, services, and the flow of massive amounts of
data support the daily operation of a smart city. Similar to IoT networks, decentralised
architectures are widely adopted in smart cities to couple with the vast scale of systems.

An important application of blockchain technology in smart cities is to implement decen-
tralised authentication and authorisation mechanisms [100], which are essential for smart
cities [71]. Due to their vast size and ever-growing nature [64], smart cities inevitably
need to adopt a multi-tenant deployment model that integrates various infrastructure sys-
tems. Different systems have their own set of security policies and identity management
mechanisms. These policies and identity management mechanisms must be available to
other systems to enable cooperation between systems. However, the response will be slow
if the access control policies and identity attributes are stored within a centralised database
owned by a trusted third party. Also, the system will be vulnerable to single-point-failure
and insider attacks. It will be more efficient if a local copy of all the valid security poli-
cies and identity attributes is available. However, it is challenging to keep consistent
replicas of records within the context of an asynchronous system. Also, it is challenging
to guarantee the integrity of the data. Blockchain technology offers a solution to this prob-
lem [134]. On the one hand, a blockchain uses distributed consensus algorithms tolerant
of crashing and byzantine failures. Therefore, the consistency of replicated data on the
local copies is guaranteed, even if the environment is distributed and asynchronous. On
the other hand, the tamper-proof nature of blockchains ensures the integrity of the data on
the blockchain. Esposito et al. propose a very practical implementation that enables lo-
calised and decentralised management of authentication and authorisation in smart cities,
incorporating blockchains with the existing authentication and authorisation mechanisms
from the FIWARE platform [6]. Vivekanandan et al. presents a blockchain-based IoT
device-to-device authentication protocol for smart city applications using 5G technology.
Ferreira et al. develop API Gateways for IoT devices to sign, identify, and authorise mes-
sages, which use keys and essential characteristics of the devices registered in blockchains
in advance.

It is also evident that data is the cornerstone of a smart city. As a result, many works aim
to leverage blockchain to facilitate and secure the transition, management, and utilisation
of data, with a focus on protecting privacy. Ramachandran Gowri et al. present a proof-of-
concept decentralised data marketplace, where buyers and sellers can directly trade IoT
data with each other. Smart contracts are used for sellers to register their products and
for buyers to discover them. A Streaming Data Payment Protocol (SDPP) [97] will trans-
mit data to the buyer upon blockchain-based transaction. Lastly, a rating smart contract
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Table 4: Emission trading

Author Title Year

Al Kawasmi et al. Bitcoin-Based Decentralized Carbon Emissions Trad-
ing Infrastructure Model

2015

Macinante Networking Carbon Markets : Key Elements of the
Process

2016

Jackson et al. Networked Carbon Markets: Permissionless Innova-
tion with Distributed Ledgers?

2017

Li et al. Networked Microgrids for Enhancing the Power Sys-
tem Resilience

2017

Leonhard Developing the Crypto Carbon Credit on Ethereum’s
Blockchain

2017

Leonhard Forget Paris: Building a Carbon Market in the U.S.
Using Blockchain-Based Smart Contracts

2017

Khaqqi et al. Incorporating seller/buyer reputation-based system in
blockchain-enabled emission trading application

2018

Fu et al. Blockchain Enhanced Emission Trading Framework
in Fashion Apparel Manufacturing Industry

2018

World Bank Group Blockchain and Emerging Digital Technologies for
Enhancing Post-2020 Climate Markets

2018

Patel et al. Carbon Credits on Blockchain 2020
Kim and Huh Blockchain of carbon trading for UN sustainable de-

velopment goals
2020

Richardson and Xu Carbon Trading with Blockchain 2020
Hartmann and Thomas Applying Blockchain to the Australian Carbon Mar-

ket
2020

Du and Li A Hierarchical Real-Time Balancing Market Consid-
ering Multi-Microgrids With Distributed Sustainable
Resources

2020

Hua et al. A blockchain based peer-to-peer trading framework
integrating energy and carbon markets

2020

He et al. Joint Operation Mechanism of Distributed Photo-
voltaic Power Generation Market and Carbon Market
Based on Cross-Chain Trading Technology

2020

Parmentola et al. Is blockchain able to enhance environmental sustain-
ability? A systematic review and research agenda
from the perspective of Sustainable Development
Goals (SDGs)

2021

Saraji and Borowczak A Blockchain-based Carbon Credit Ecosystem 2021
Yan and Grid Blockchain for Transacting Energy and Carbon Al-

lowance in Networked Microgrids
2021
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allows sellers and buyers to rate each other. Yu et al. propose a data auditing blockchain
(DAB) that stores auditing proofs of big data and uses Practical Byzantine Fault Toler-
ance (PBFT). Biswas and Muthukkumarasamy present a blockchain-enabled framework
for secure communication between smart devices in the context of smart cities.

To ensure trust and protect privacy in data sharing, Sun and Zhang propose a decentralised
blockchain-based trust service for sharing government information resources in the con-
text of a smart city. Shen et al. develop a privacy-preserving mechanism for sharing
blockchain encrypted IoT data for Support Vector Machine (SVM) model training in the
context of smart cities. PrivySharing [81] is designed to ensure privacy in sharing data via
blockchain and also to use smart contracts to implement access control of data.

Some services in smart cities also benefit from blockchain technology. Lin et al. propose
a trading mechanism for vehicles to trade their idle computer capability via blockchain,
which preserves privacy and ensures transaction security. Zhang et al. presents a crowd-
sourcing system, which is built on top of smart contracts for smart cities. A crowd-
sourcing service is an essential part of an informational city. However, it is also a vul-
nerable service to malicious or dishonest behaviours and lacks a trust-ensuring mecha-
nism. Therefore, this crowd-sourcing system uses smart contracts to monitor and control
each step of the crowd-sourcing service preventing malicious behaviours such as submit-
ting substandard results and refusing to pay even when the tasks are fulfilled. Liao and
Wang design a decentralised lottery system for smart cities, where smart contracts ensure
fairness, transparency, and privacy.

5 Knowledge graphs and blockchain

Knowledge graphs (KGs) have been identified as a promising technology for chemical en-
gineering [9, 11, 40, 85]. The World Avatar Knowledge Graph (TWA) [33] is an example
of applying KG technology to the chemical engineering domain.

Knowledge graphs utilise Semantic Web technology [13, 47] to represent information in
a machine-readable way, where concepts, entities, and the relations between them are
formally defined and connected. Through the links between instances, it is convenient to
retrieve and navigate through related data within a KG.

More importantly, by applying the Linked Data principals [18] and linking knowledge
from different domains, KGs interconnect previously isolated datasets. For example, the
instance of a power plant can be connected to a city instance via an "isLocatedIn" loca-
tion, while another connection between the instance of natural gas can be connected to this
power plant by the "hasPrimarilyFuel" relation. Further, the physical and chemical prop-
erties of natural gas, such as its molecular weight, can be also connected to the instance of
natural gas. As a result, a KG provides a common ground for accessing data from different
domains or multiple levels [88] and guarantees that related data can be easily queried. For
example, the TWA integrates geospatial data [23], datasets for quantum calculation [66],
datasets for chemical kinetic reaction mechanisms [39], power systems [26], etc.

Agents are introduced into TWAs to update the TWAs over time. Taking a city as an ex-
ample, the real-time weather data is dynamic. Therefore, a weather agent is implemented
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Table 5: Smart city

Author Title Year

Biswas et al. Securing Smart Cities Using Blockchain Technology 2016
Rivera et al. How digital identity on blockchain can contribute in a

smart city environment
2017

Liao and Wang Design of a Blockchain-Based Lottery System for Smart
Cities Applications

2017

Zhang et al. Cyber-Physical-Social Systems: The State of the Art and
Perspectives

2018

Ramachandran et al. Towards a Decentralized Data Marketplace for Smart
Cities

2018

Radhakrishnan et al. Streaming Data Payment Protocol (SDPP) for the Inter-
net of Things

2018

Shen et al. Privacy-Preserving Support Vector Machine Training
Over Blockchain-Based Encrypted IoT Data in Smart
Cities

2019

Yu et al. Decentralized Big Data Auditing for Smart City Envi-
ronments Leveraging Blockchain Technology

2019

Alonso et al. An Identity Framework for Providing Access to FI-
WARE OAuth 2.0-Based Services According to the eI-
DAS European Regulation

2019

Laufs et al. Security and the smart city: A systematic review 2020
Sun and Zhang Research on the application of block chain big data plat-

form in the construction of new smart city for low carbon
emission and green environment

2020

Makhdoom et al. PrivySharing: A blockchain-based framework for
privacy-preserving and secure data sharing in smart
cities

2020

Kirimtat et al. Future Trends and Current State of Smart City Concepts:
A Survey

2020

Zahed Benisi et al. Blockchain-based decentralized storage networks: A
survey

2020

Lin et al. Blockchain-based On-Demand Computing Resource
Trading in IoV-Assisted Smart City

2020

Esposito et al. Blockchain-based authentication and authorization for
smart city applications

2021

Ferreira et al. IoT Registration and Authentication in Smart City Ap-
plications with Blockchain

2021
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to update the weather attributes of this city dynamically. To enable the automated discov-
ery, composition, and execution of agents, the semantic description of agents are created
and integrated into TWA [137]. The integration between semantic agents and the KG
makes it possible to obtain dynamic properties of instances in TWA.

With the common ground for accessing data in KGs and the agents to provide real-time
information, it is possible to efficiently implement applications demanding complex data
inputs. For example, to simulate the real-time dispersion of emissions from all power
plants within a city, which requires the geographical and building model of the city, the
locations and operation details of all the power plants in this city, the type of emission of
the plants, the real-time weather in this city, etc.

Similar to a smart city, the implementation of KG is an integration of many components
from heterogeneous sources, due to its vast scale and cross-domain nature. The data
is provided by different parties or different IoT networks, agents are implemented by
different service providers and are of different quality. Due to its vast scale, validation
and management of participants, and the data or agents they provide, in a centralised way
is highly inefficient. One prominent problem is how to ensure or verify the quality of
service (QoS) [84] of the agents.

When TWA is applied in a production environment, the quality of service of the agents
is vital. Moreover, some proprietary agents will charge users for usage. As a result, it is
necessary to implement a marketplace of agents on top of the KG that can provide trust
for the QoS of the agents and provide means to automatically settle the payment for using
the agents.

In the context of establishing such an agent marketplace, there several advantages of
blockchain technology. Firstly, blockchain can provide tamper-proof record-keeping with-
out a centralised authority. Secondly, automated, secured, and unbiased payment settle-
ment mechanisms and other mechanisms can be implemented on top of blockchain-based
smart contracts.

As a result, blockchain technology, especially the blockchain-based smart contract, is ap-
plied to build a decentralised agent marketplace [138], which deeply integrates knowledge
graph technology.

Firstly, semantic descriptions of the agents, especially their I/O signatures, are stored in
TWA. As a result, any participants can then discover the agents by specifying the I/O
signatures of the agents they want through an off-chain agent discovery system. The
schema of the inputs and outputs of the agents is also provided by their description.

An agent registry and lookup system is implemented on top of Ethereum smart contracts,
where developers of the agents can register their agents and store the IRIs, URLs, and
prices of the agents in the Etheruem blockchain. After an agent is registered on the
blockchain, it will be assigned a unique address on the blockchain. This address will
be updated to the semantic description of this agent in TWA. A reputation system is also
implemented on top of smart contracts, where smart contracts independently analyse the
performance of agents and update QoS ratings of agents to the blockchain. In addition,
a smart contract-based payment system is also implemented, which automatically settles
payments after an agent is invoked and rated.
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The workflow of this agent marketplace is as follows: when a user discovers an agent
from TWA, the user goes to the smart contract-based agent registry and lookup system
to find the agent address on the blockchain. Via the agent registry and agent reputation
smart contracts, the user then obtains the agent rating and price. According to the rating
and price, the user can make their choice.

The user then submits the agent address and input data to the agent marketplace, which
will invoke the agent for the user. After the result is returned, smart contracts will carry
out performance evaluations and update the performance ratings of the agents in the
blockchain. With the performance score of this particular invocation, the payment amount
is calculated by the smart contracts. Then the smart contract will make the payment to the
developer with credits topped up by the user.

The processes of obtaining the agent ratings, the invocation, the evaluation of the agent
performance, the updating of the agent ratings, and the payment settlement, are all man-
aged by smart contracts and therefore are not vulnerable to outside or inside attacks. With
its decentralised architecture, this agent marketplace requires no central administration
and therefore it is scalable and cost-effective.

6 Conclusion

In this paper, we introduced the implementation of blockchain and blockchain-based
smart contracts and elaborated on how their features are enabled. 2,527 articles are col-
lected and 158 of them are reviewed. The articles are categorised into 5 fields: Internet
of Things, Industry 4.0, P2P energy markets, emission trading, and smart cities. From
this review, we notice the common trends of establishing decentralised systems in these
5 fields, which create very practical motivations for applying blockchain and smart con-
tracts. Blockchains are generally used to implement a trust layer in a permission-less,
trust-less, and anonymous environment. Smart contracts are often applied to provide dis-
tributed and autonomous control and management in those decentralised systems.

With the proliferation of blockchain technology, more and more new types of consensus
mechanisms are introduced and enable new types of blockchains with different features.
One prominent example is to use PoS blockchain instead of PoW to address the energy
consumption problem. As a result, it can be seen that some works are trying new types
of blockchains to design decentralised systems that suit their scenarios better. We also
recognise a trend that smart contracts are more and more frequently leveraged to build
complex decentralised applications, to enhance the self-managing nature of the decen-
tralised systems.
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